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O 700M MAP The present invention relates generally to personal Secu rity Systems, and more particularly to a personal Security System employing a locating and tracking device.
Security perSonnel often place their lives at risk merely by showing up for work. Quick response to emergency Situa tions helps alleviate the concern that Some of these perSon nel feel when performing their jobs. Yet, at times these individuals are unable to notify the main control center that they are in trouble or where they are when trouble arises.
College campuses and certain employerS also seek to monitor Security perSonnel within their Zone of control, both for Safety and managerial reasons. Some of these areas are inside buildings, while others are outside.
Many organizations would benefit from the ability to continuously locate the position of individuals as they move throughout a facility. The most likely candidates of these are corrections facilities, hospitals, and nuclear power plants and Storage Sites. However, university and office campuses and amusement parks also become candidates for this capa bility as the frequency of Violent crime increases.
Early tracking and direction-finding (DF'ing) was achieved using directional antennas or pseudo-Doppler array techniques. These techniques were developed for outdoor use over relatively long ranges. The reliability and accuracy of these Systems falls short of required perSonnel tracking needs.
The increase in Violent crime and the imposition of mandatory Sentencing guidelines have dramatically expanded the U.S. population behind bars. The U.S. prison population climbed to 1.4 million in 1996-a 100% increase over a Seven year period. Expansion of prison capacity has failed to keep pace despite S2 billion national budgets for new prison construction. Advanced technology is needed to protect corrections Staff in the current over-crowded prison Settings and to extend electronic monitoring of prisoners on early release and home-arrest programs.
The plague of violent crime has extended from the country's urban centers to envelop commercial busineSS centers, government facilities, shopping malls and univer sity campuses. Local police are overwhelmed in their attempts to protect an increasingly mobile populace. Nationwide, 911 emergency Services are unable to adequately respond to requests for aid. In Los Angeles, 13.5% of 911 callers abandon their call before operators Service their request for emergency aid.
Introduction of remote emergency alarm reporting and locating technologies could relieve the burden on existing law enforcement agencies and deliver more rapid response to true emergency situations. In an agreement with the Cellular Telecommunications Industry Association, the FCC mandated a five year program requiring cellular providers to phase in technology to determine the location of cellular callers to within 125 meters. Similar personnel location Services are required on a micro-cellular basis.
Direction-finding (Angle of Arrival) The earliest position location Systems were based on direction-finding (DF) antenna technology. These Systems calculated the angle of arrival of incoming radio Signals. If two or more receive sites were equipped with DF receivers, and the relative positions of the two receive Sites was known with accuracy, the location of the transmitter could be computed by calculating the interSection of the two angles of arrival. This calculation is often referred to as "triangula tion."
Modern DF systems utilize a pseudo-Doppler technique to determine the angle of arrival of an incoming radio signal. A useful way to visualize the concept is to imagine a fixed monopole antenna mounted on the circumference of a rotating disk. During Some portions of its travel, the mono pole will be moving towards the transmit Site. During other portions, the monopole will move away from the transmit site. The received carrier frequency will exceed that of the transmitter while the monopole is approaching the transmit Site due to the Doppler effect. The received carrier frequency will be less than the that of the transmitter while the monopole is moving away from the transmit site-again, due to the Doppler effect. The observed output frequency from the rotating antenna will be modulated at the rotational frequency of the monopole. If the output Signal from this monopole is demodulated, the result will be an audio tone equal in frequency to the rotational rate of the monopole antenna. The relative phase of this tone, however, is deter mined by the angle of arrival of the transmitted carrier. By performing a phase comparison between this demodulated tone and the physical rotational frequency of the monopole, the angle of bearing will result.
Large mechanical rotating Structures are undesirable from a reliability Standpoint. Practical implementations replace the Single rotating monopole with an array of fixed dipoles which are Sampled using an electronic commutator. This multi-element antenna is called an Adcock array.
FIG. 1 presents a block diagram of an Adcock array
connected to an antenna commutator, a DF receiver and bearing processor and display. The receiver is a Standard FM receiver tuned to the frequency of the transmitter. It sepa rates the recovered Doppler tone from any modulation (audio/data) applied by the transmitter. The bearing proces Sor contains a phase comparator which operates on the antenna commutator control Signal and the demodulated output of the receiver. When this process is applied to locate tracking beacons, the transmit pulse width is very narrow (50-250 ms) with a maximum duty cycle of 10%. Pulsed operation maximizes tracking beacon battery life. The challenge for DF receivers is to capture Sufficient pseudo-Doppler information and perform the bearing calculation within the pulse width of the transmitter. Pseudo-Doppler principles apply at any fre quency of operation. However, practical limitations on antenna construction and RF propagation confine commer cial DF systems to the HF through UHF bands. The principal limitation of pseudo-Doppler Systems is susceptibility to multipath (RF carrier reflections from adja cent objects). The DF receiver will determine the angle of arrival of the largest amplitude Signal reaching the antenna array. Due to multipath, the angle of arrival of the largest Signal often deviates from the actual bearing of the trans mitter. In high multipath environments, Such as dense urban areas, DF receivers often produce erroneous results. Indoors, where direct line-of-Sight paths Seldom exist, pseudo Doppler DF receivers and triangulation are useleSS. In addition, the Adcock arrays are physically large and should be mounted on masts for maximum performance. Such installations are generally unwelcome inside buildings.
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The bearing accuracy of commercial DFSystems is typi cally 3 RMS under ideal, line-of-sight conditions. At a range of one mile, this bearing accuracy corresponds to a location uncertainty of 276 feet. This accuracy degrades dramatically under multipath conditions. To achieve a higher degree of accuracy, the DF receivers need to be Spaced more closely. For twenty foot accuracy, the maximum distance between the DF receiver and the transmitter is 380 feet.
DF systems can locate individuals moving through large, open compounds if their movements are confined outdoors. Used in conjunction with an indoor location capability, DF Systems can extend coverage into distant, outdoor regions of a large facility. By themselves, DFSystems can not provide a single Solution to perSonnel location in facilities having indoor areas. Satellite-based Radiolocation Satellite-based location Systems utilize an array of com munication Satellites to locate earth-bound perSonnel loca tion devices PLD's. Location and velocity data are com puted by calculating the relative range between the individual satellites and the PLD and the Doppler shift of the received carriers. The most mature of these System, Global Positioning System (GPS), delivers accurate time, location, and Velocity data to receive-only hand-held units allowing Simultaneous access by an unlimited number of earth-bound units. Other systems have been recently deployed which utilize an array of low earth orbit (LEO) satellites to provide bidirectional data communications and positioning informa tion to commercial users.
Global Positioning System
GPS was developed to deliver accurate position, velocity and clock data using a Standard positioning reference to an unlimited number of simultaneous users distributed through out the globe. In 1990, there were only thirteen orbiting GPS Satellites in Service limiting the System's availability to eighteen hours per day. Full service will be provided by twenty-one SatelliteS providing twenty-four hour, three dimensional positioning around the globe. Basic accuracy is ten meters for the military service and twenty-five meters for commercial GPS receivers. Differential GPS service can improve the accuracy dramatically but differential GPS Service requires communication with a Second fixed terres trial GPS Station.
GPS satellites transmit signals on two L-Band frequencies (approximately 1.5 GHZ) enabling the system to adjust for variations in ionospheric propagation time delayS. Users obtain three-dimensional co-ordinates based on ranging measurements from at least four GPS satellites. Velocity information is extracted from the Doppler shift of the received GPS carriers. GPS utilizes a spread spectrum coding format allowing the Satellite transmissions to occupy the same spectrum while enabling the earth-bound GPS receivers to independently track the carrier phase and code.
FIG.2 presents a block diagram of a GPS-based personnel location device. The PLD obtains its location from the GPS receiver. Upon activation, the PLD transmits this location, along with an ID code to the central monitor Site. Due to the requirement for the GPS receiver to acquire, decode, and process four independent Satellite Signals, GPS receivers require over one minute to determine position after power up. After acquiring this first bearing, position updates occur much more rapidly. A one minute delay is not com patible with perSonnel location applications where emer gency response is required. Typical response times for emergency location Systems are three Seconds maximum. A potential solution would be to operate the GPS receiver continuously to maintain position information current. However, the power consumption (900 mW) of existing OEM GPS receiver boards is too high for continuous operation from body-worn communications battery packS.
GPS service is effectively confined to outdoor location. The link margins are So Small that the RF carrier penetration loSS into most building materials reduces the GPS Signal level below the receiver detection threshold. For example the penetration loSS produced by Standard cinder block is 21 dB at 1.5 GHZ. Recall that accurate location requires four Satellite Signals to reach the GPS receiver Simultaneously. Even if the receiver is operated outdoors, care must be taken to direct the receive antenna upward-this restriction is not practical for most body-worn PLD applications.
GPS accuracy can be seriously degraded by carrier reflec tions off the ground and nearby objects. The reflected Signals combine with the direct path Signals to create a propagation phenomenon known as "multipath." The multipath effect causes a slow fading (0.1 Hz variation in received signal amplitude envelope) and, in spread spectrum systems, cor rupts the code and carrier Synchronization. In other words, in rural and Suburban Settings using a motionless GPS receiver, the amplitude of the direct path Signal exceeds the multipath Signal by 5 dB, and a t33 meter error occurs at a 0.1 HZ rate (once every 10 Seconds). In urban Settings, where the Streets are lined with tall buildings, the multipath delay spreads are shorter and the mean error due to multipath will be even larger.
An error of this magnitude, t33 meters, exceeds the maximum tolerable location error for most perSonnel loca tion applications. As stated, if differential GPS service is available, the accuracy can be improved significantly. However, combining the limited location accuracy with the restrictions of outdoor-only Service and one minute location determination delays, it becomes apparent that GPS is not a complete Solution to current perSonnel location applications. GPS can be a valuable outdoor complement to other indoor location capabilities Such as the tagging or distributed Sensor approaches, which are discussed later herein.
Signpost Location Systems
If the facility to be monitored has well defined patterns of movement and many bottleneck areas which perSonnel must traverse during their movements, then that facility is a candidate for a Signpost location System. At each of these bottlenecks, a "signpost" is installed which logs the passing of individual body-worn Personnel Location Devices (PLD's). The system's location accuracy is dictated by the number of installed Signposts and by the precision with which a given Signpost predicts an individual's location. For example, a Signpost installed at an entry point to a Small office would yield a more accurate location than a Signpost installed at an entry point to a large auditorium.
One feature of all Signpost Systems is that they can only provide updated position information when PLD's pass by the electronic Signposts. Interrogating the Signposts will yield updated information only if a PLD has traversed a Signpost Since the last report. Signposts have unique advan tages and disadvantages with regards to reliability. If one Signpost fails, the location capability is terminated in that area-there is no Systematic redundancy. However, the degraded location capability is confined to one Zone and the accuracy of the remainder of the System is unaffected. One S unattractive feature of Signpost Systems is their lack of an effective self-test mechanism. The only way to confirm operation is to physically walk through the facility and test location accuracy.
There are two variations on the Signpost architecture shown in FIGS. 3 and 4, which are typical of all location Systems. FIG. 3 presents a tagging Style System, in which the PLD acts as a transmitter, which announces to the System its location. FIG. 4 presents a Self-locating System in which the PLD acts as a receiver and determines its location from the signpost. The PLD then transmits this location information to the central monitor Site upon alarm activation. These two approaches will be discussed in detail in the following The PLD shown in FIG. 3 contains a passive transponder, which reflects a portion of the incident RF interrogating Signal. The reflected Signal is modulated by a Serial data sequence identifying the PLD. The only power required by the PLD is that consumed by the ID code generator and a bias current for the transponder Subcarrier oscillator. No RF carrier is actually generated by the transponder itself in an attempt to minimize PLD current drain. The signpost in this case is actually a CW radar. The radar consists of an interrogator, which generates the transmitted RF signal and receives the reflected carrier. The radar then Subtracts a sample of the transmitted carrier to yield the ID code of the PLD passing within the radar's illumination Zone. An ID decoder then formats the ID for retransmission. A commu nications interface encodes the Signal for modulation and transmission over a wired or wireleSS network to the central monitor Site. The range System was limited to about 15 feet. Self-locating PLD FIG. 4 presents a self-locating system, in which the PLD acts as a receiver and determines its location from the Signpost. In this case, the Signpost continuously transmits a location code that the central monitor Site will interpret correctly as a particular entry way or room number. Although this location code could be transmitted on an RF carrier, current commercial implementations utilize IR and ultraSonic carriers in an attempt to confine the propagation of the location signal. These carriers however can easily be blocked by clothing. The wearer of the PLD must be careful to avoid obstructing the path between the PLD and the Signpost by garments-a limitation found unacceptable to Some users. Further, IR receivers are Susceptible to Satura tion by direct or reflected Sunlight So operation is typically confined to indoor areas.
The PLD in this configuration contains a receiver/ decoder, which collects the location signal and, in effect, tells the PLD where it is currently located. The PLD then formats the location code packet with a PLD identifier code packet and transmits the information over a wired or wire less network to the central monitor site. This transmitted 
Time of Arrival Location Systems
Tracking Systems under development utilize distributed receivers, which measure the time of arrival of personal alarm transmissions. The Systems addressed here are terres trial location receivers, which can be installed throughout urban areas or building complexes. The Speed of travel of radio signals in free Space is known-signals require one nanosecond (ns, one billionth of a second) to travel one foot.
Knowing this delay, and knowing the exact positions of an array of time-of-arrival (TOA) receivers, one can compute the location of an RF transmission based on the relative times-of-arrival of the Signal reaching each receiver. The term "relative" must be emphasized because the actual time of the RF transmission is unknown-only the time at which the wavefront reached each receiver is known. Therefore, the calculation is not as Simple as finding the interSection of multiple circles. A minimum of three receivers must receive the RF transmission to obtain a Single location Solution.
TOA receiver arrays must be synchronized to perform TOA location systems are particularly vulnerable to mul tipath. When a Single direct and multiple reflected Signals reach the TOA receiver, the solution is simple-the direct signal will always travel over the shortest path and will provide the best estimate of relative transmitter distance. The TOA processor must always choose the relative time of-arrival of the first signal to reach it. However, in most urban and indoor Settings, there is no direct path. Because of the complex Signal propagation paths, the first Signal to arrive does not necessarily represent the Euclidean distance to the transmitter.
A further difficulty arises in TOA systems when attempt ing to proceSS multiple alarms over a short period. The problem becomes apparent when examining the typical delay spread of an RF signal in an indoor Setting. Delay Spread is the range of RF carrier propagation delays between two physical points in Space caused by the many propaga tion paths that exist between two points. FIG. 5 presents the results of a propagation delay profile over an indoor obstructed path (no line of Sight exists).
The indoor delay profile demonstrates that, although the first time-of-arrival occurs at 50 ns, multipath causes delayed replicas of the direct Signal to be received for the next 200 ns. These delayed signals are still within 20 dB of the direct Signal. If a distant alarm transmission were to take place within this 200 ns window, its measured time-of arrival would be corrupted. The alarm transmitters would need to operate using a carrier Sense-multiple access (CSMA) protocol to eliminate this problem. CSMA requires the personal location device (PLD) to monitor the channel for activity before transmitting. Although feasible, it now 7 requires the PLD to include a receiver which is constantly powered, which limits battery life and increases package size.
The TOA approach imposes another limitation for per Sonnel tracking applications. Flexible location Systems are designed to locate existing personal communications devices (cell phones, walkie talkies) to minimize System cost. These communications devices are characterized by long periods of continuous transmission. During continuous transmission periods, the TOA System is unable to measure a relative difference in carrier arrival times and the trans mitter's position cannot be updated.
The present invention is therefore directed to the problem of developing a method and apparatus for locating a perSon within a particular room inside a building or, if outside, within a Small enough radius that enables a rapid identifi cation of where that perSon is located.
SUMMARY OF THE INVENTION
The present invention Solves this problem by providing a System of Sensors for locating within a facility, which Sensors are calibrated So that upon activation of an alarm the feedback from all of the sensors enables differentiation of the location of the alarm.
According to the present invention, a method for locating an object within a defined area includes the steps of: a) Sensing a Signal output by the object using Several Sensors disposed within the defined area; b) forwarding several received signal levels from the Sensors to a central proces Sor; and c) comparing the received signal levels with refer ence values to determine a location of the alarm Signal. In this case, the Step of comparing can consist of performing a best fit of the received values against the reference values.
According to the present invention, additional advanta geous Steps include transmitting one at a time Several reference transmissions, and measuring an output of each of the Sensors after each transmission, thereby forming the reference values.
It is particularly advantageous of the plurality of Sensors are coupled to a central computer via existing wiring, Such as AC power lines, in the defined area, especially if the existing wiring is used as the physical layer of a local area network.
According to the present invention, a method for locating an object within a predetermined area includes the Steps of: a) Sensing an alarm signal output by the object using sensors disposed within the predetermined area; b) creating a propa According to the present invention, an apparatus for locating a person within a facility includes a personal alarm transmitter, a central monitoring System, and an array of Sensors. The central monitoring System locates a perSon carrying the personal alarm transmitter. The Sensors in the array are disposed in overlapping Zones within the prede termined area. The array of Sensors is coupled to the central monitoring System. If the personal alarm transmitter outputs an alarm Signal, each Sensor within a Zone in which the personal alarm transmitter is disposed reports back to the central monitoring System. In this case, the Sensors can be coupled to the central monitoring System using either exist ing wiring or RF linkS. The present invention Solves this problem by providing a System of Sensors for locating within a facility, which Sensors are calibrated So that upon activation of an alarm the feedback from all of the sensors enables differentiation of the location of the alarm.
System Overview
The apparatus of the present invention includes a Personal Alarm Location System-PALS, one application for which is a turnkey Security Solution for corrections facilities. Developed to meet Standards written by actual corrections professionals, the apparatus of the present invention has the ability to locate corrections Staff carrying personal alarm transmitters (PATs) as they freely move throughout peniten tiaries.
Unlike infrared (IR) locating Systems, the present inven tion does not fail when loose clothing covers the body-worn transmitter. What's more, direct sunlight will not jam the Sensors used in the present invention (like it can when IR Sensors are employed). Consequently, the apparatus of the present invention provides ultra-reliable personal Security both indoors and outdoors.
Due to the unique design of the System of the present invention, it installs quickly and inexpensively. Unlike time of-arrival locating Systems, the present invention does not require costly installation of a cabled communication net work. All communications take place over the facility's (e.g., a penitentiary's) existing wiring, Such as AC power lines, coaxial cable, twisted pair, previously installed alarm wiring, telephone wiring, cable television wiring, as well as RF links using wireleSS modems. This is possible because the Sensors and relays used in the present invention com municate with spread Spectrum modems that can commu nicate Successfully over a wide variety of media and noise SOUCCS. In addition, the present invention locates existing trans mitters or walkie-talkies. Consequently, there is no need to purchase new radio hardware, retrain Staff, or abandon established depot repair procedures. This capability prevents waste by not requiring a new investment in radios, or a trashing of existing radioS.
At the core of present invention is Simplicity. To equip a facility with the present invention, an array of RF Sensors (radio receivers) is installed throughout the facility to be monitored, Such as a penitentiary. Multiple Sensors monitor each Zone of the prison, providing an overlapping blanket of Security. If an alarm transmission occurs, each Sensor reports back to a central monitor computer over the facility's AC power lines using State-of-the-art Spread Spectrum modems. The present invention actually uses the facility's AC power lines like a local area network-So installation cost and time are drastically reduced.
At the heart of present invention is a central mapping computer, which displays the location and identification (ID) After the system is calibrated, this calibration table is Stored in the personal computer. Actual alarms transmissions will produce the same type of response-an array will contain large readings at the nearby Sensor locations and Small readings at the distant Sensor locations. The location of these real alarms is determined by finding the best fit between the real alarms signal level array and the Stored calibration arrays (i.e., minimizing the Sum of the absolute value of the differences between actual Sensor readings and Stored readings).
The sensor hardware and PC and sensor Software allows the Sensors to be reprogrammable by Sending commands from the PC over the AC power lines. In this manner, the System is truly adaptable and able to locate any transmitter. The Sensor operating frequency can be reset and the type of modulation and coding that the Sensor will respond to can be varied. In other words, if the System operator wants to start tracking cellular telephones in the building as opposed to personal alarm transmitters, a command to do So could be Sent from the central computer.
This feature allows the Signal Strength receivers to decode the ID of different transmissions-adding a higher degree of distributed processing. Combining this feature with the ability to reprogram the type of Signal that it can demodulate and decode is critical to allow the System to locate various types of transmitters.
The present invention includes the capability for linking propagation modeling programs to the Software application in order to eliminate the requirement to manually calibrate a facility.
A known propagation prediction program can calculate the Signal loSS between any two points in a building. One Such program has been written by Virginia Tech, and is known as SMTPLUS. The input data for this program is the CAD floor plan of the building. Other organizations (private companies and universities) have also developed similar programs. The Software of the present invention can be linked to these models to allow these Software programs to generate the calibration table automatically, without requir ing the manual calibration. The net result is an intelligent system which "figures out" for itself how the sensors should respond from any given point in the facility. This feature is critical in a campuS Setting where calibrating all the possible outdoor locations would be impractical. With the existing System, one would have to key up the transmitter every 50 feet outdoors to calibrate the system-this would be pro hibitively expensive. Furthermore, designing the minimum number of Sensors is made possible without performing costly Site SurveyS.
The present invention has applications to prisons, college campuses, hospitals and other facilities where Security is an The System typically uses a Sensor Spacing of approxi mately one per 3000 Square Feet.
The monitor computer requires at least a personal com puter with the equivalent of a 486DX2, 33 MHZ, 2 MB RAM with an MS DOS Operating system, 2 MB of Hard Drive Space, a 3.5" Floppy Drive, Modem and Mouse.
The System displays a facility map with a flashing alarm Zone using a Serial data interface to the FAAS Alarm Console. The Facility Map Format is a bitmap of 1280x640 pixels, 4 bit color.
Introduction
The present invention detects and locates the activation of Small, portable radio frequency transmitters carried by per Sonnel. To minimize cabling requirements the System uses power lines for communications where possible. The System generates location information in near real-time and can proceSS transmissions in rapid Succession.
The present invention identifies the location of portable transmitters to within one of a number of predefined pro tection Zones into which the facility has been partitioned. The System utilizes Sensor units Strategically positioned within the facility to measure the Signal Strengths of trans missions. These measurements are correlated with empirical data collected during a System calibration process. The transmission is announced to have originated from within the Zone whose Set of calibration values most closely match those of the transmission. A map of the facility is presented with the location of the alarm transmission highlighted.
Theory of Operations
The present invention can be used in conjunction with a digiLARM Personal Portable Alarm (PPA) system. The PPA System uses pocket transmitters that are carried by correc tional Service perSonnel and a base Station receiver that identifies the activated transmitter. The present invention enhances and expands the utility of the PPA system by adding location information to the identification information provided by the PPA system. The present invention receives an alarm Signal at its multiple Sensors, measures the Signal Strength at each Sensor, and from these measurements, determines the location of the alarm. The information from both Systems is displayed on the central computer graphics display (and, if the facility is So equipped, on the FAAS monitor 79 (FIG. 7 ). to an interface unit 67, which forwards them to a central computer 66. The computer is coupled to the FAAS 79, to which it reports the status of the alarms, and to a PPA decoder 99, which decodes the particular alarm transmitter.
In addition, a modem 71 is used to enable remote access to the central computer 66 from a remote computer 72.
The present invention has five types of components: The need for WLSUS 64 and WLRUS 65 Stems from the requirement to provide protection coverage to areas within the facility that are both physically and electrically remote. The transformer Servicing these areas may be located remotely within the areas. Using PSUs 62 and PSRUs 63 would require very costly trenching and burying operations to install the required cables from the remote areas to the centrally located CMPC 66. One embodiment of the CMPC 66 is an 80486-based IBM compatible PC. It presents a map of the facility upon which alarm locations are Superimposed and from which an acous tic alarm emits under alarm/System warning conditions. The CMPC 66 also provides a user interface to the present invention, allowing a trained operator to configure the System, calibrate the System, Set or modify various System parameters, and conduct various System diagnostic tests. The CMPC 66 can be configured to output alarm location messages to the FAAS 79 over a separate RS-232C channel, for example.
The present invention periodically conducts minor and major Self-tests, both automatically and at the command of a CMPC operator. The major self-test is an end-to-end test of the entire System. During a major Self-test, a Test Trans mitter Unit 68 (TTU) is activated for a short period of time to Verify that all components are functioning properly. Battery back-up functionality is also checked. Abnormal results are displayed as warning messages on the CMPC or 14 are reported to the FAAS 79. They also affect system operation by changing assumptions about which compo nents are functioning properly. Alarms during Self-tests will cause the self-test to be aborted.
The minor Self-test checks to make Sure that the System hardware and software is functioning correctly. The CMPC 66 requests that each component in the System report its own Self-test Status, which reports the results of memory checks, and tests battery back-up functionality. Any reported failures will cause warning messages to be displayed on the CMPC 66 or to be reported to the FAAS 79. They also affect system operation by changing assumptions about which compo nents are functioning properly. Minor Self-tests will take leSS than two Seconds to execute. Any alarms during a minor Self-test will cause the self-test to be aborted.
The present invention operates unattended during normal operations. An operator is required for conducting mainte nance and diagnostic procedures. The present invention operates for at least one hour without external power. The PCP 85, 95, 105, 115 is a common microprocessor control board which is a key element in the design of both Sensor Units 62,63, both Sensor Relay Units 64, 65, and the Microcontroller (also referred to as simply the 6811). The 6811 executes at a clock frequency of 7.3728 MHZ. This frequency was chosen as a balance between 6811 throughput performance and the need for a reasonable baud rate clock Source for communicating with Standard equipment Such as PCS. The 6811 uses a Maxim MAX690 to get a clean reset Signal for power-on reset.
The 6811 has 5 user ports: A, B, C, D, and E. Port A is an 8 bit, general purpose Port with 3 dedicated inputs (PAO, PA1, PA2), 3 dedicated outputs (PA4, PA5, PA6), and 2 programmable inputs and outputs. PA3 is used as an input and PA7 is used as an output to reset the System as needed. In addition, the PAO, PA1, and PA2 inputs can be configured as interrupt inputs. The 6811 is set up to operate in expanded multiplexed mode which uses Port B as an output of the most significant 8 bits of a 16 bit address and Port C as an output of the least significant 8 bits of the address, both multiplexed with a bidirectional data bus.
Port D is a 6 bit general purpose port. Under program control, 2 of these bits can be used as asynchronous Serial data (PD0, PD1) and 4bits can be used as synchronous serial data (PD2, PD3, PD4, PD5). The PCP uses PD0 to receive asynchronous Serial data and PD1 to transmit asynchronous serial data. PD2-PD5 are used to communicate with a MC68HC705 microprocessor that is dedicated to decoding PPA identification codes.
Port E has 8 pins, each one of which can be independently used for general purpose binary I/O or as an analog input to internal 8 bit digitizers. The bit functions of Port E are specified under software control on a bit-by-bit basis. The PCP uses PE0 as an A/D input for monitoring sensor signal strengths. It uses PE1 as an A/D input for monitoring either the +V line or the Battery. The input to the A/D is selected by controlling the relay with PD4. If PD4 is high, the relay is on and the battery is connected to the A/D input. If PD4 is low, the +V is connected to the A/D input. PE2, PE3, PE4, PE5, PE6, and PE7 are used as inputs and are connected to the address Selection Switch. A pull-up resistor is used with the Switch shorting the Signal to ground when the Switch position is closed.
APSD301 Programmable Peripheral is used to expand the memory and I/O capability of the 6811. The PSD301 has 2K bytes of RAM and 32K bytes of UVEPROM It also has two 8 bit ports that can be dynamically programmed on a bit-by-bit bases as inputS or outputs, and a third port that can be used to decode I/O chip Selects or additional input addresses. The PCP uses the first two 8 bit ports but not the third.
A 32K EEPROM is used to allow remote programming capabilities to the System from either the powerline or wireleSS modem. Most of the System program code will reside in this external 32K EEPROM. A 68HC705 is used to decode PPA identification codes. The 68HC705 monitors 2 voltage comparitors that provide PPA identification in a unique format.
Modem Port
One embodiment of the PCP uses an Intellon Modem for communications. There are two different modems: one which uses the AC power line and one which uses RF as a communications medium. The interface to both looks exactly the same to the PCP hardware. The PCP does not interface directly with the Intellon interface. It PCP uses a Special custom part that takes care of all of the low level protocol.
Hub Port
The PCP has a set of MODE pins that it reads under Software control to determine which mode it is to enter and, therefore, which Software routines will be used. The Mode 0 and Mode 1 pins are used for this purpose. The hardware has two inputs that are pulled up through resistors and are either jumpered to ground or left open, depending on the mode of operation required. The PCP also has a serial communication port over which data can be transmitted and received. This port is used to communicate with other PCPs.
It can also be used to download data to the 6811 and external 32K EEPROM. PSUS 62 are organized into groups and each group is associated with a single PSRU 64. This means that each PSU 62 belongs to one and only one PSRU's 64 group, and a PSRU 64 is responsible for communicating with all the PSUs 62 that belong to its group.
PSRUs 64 interface with the PSUs 62 in their group over the power lines. The characteristic that distinguishes the PSUs 62 that belong to a PSRU's 64 group is that they are all on the same electrical power circuit. An electrical power circuit is one which is Serviced by a single electrical trans former. The PSRUs 64 act as relays between the PSUs 62 in their group and the CMPC 66 for addressed packets on the CEBuS network. In addition, as part of alarm processing, each PSRU 64 polls the PSUs 62 in its group to collect Signal Strength measurements and Sends the readings as a single large packet to the CMPC 66. The DC power supply 87 has a filter (not shown) on its AC input which is used to reduce any RF interference that may be present on the power line. This filter would act as a short circuit to the Power Line Modem signals if it were connected directly to the AC line. To avoid this problem, an inductive filter (not shown) has been added in series with the DC power supply 87. The filter in the power supply 87 is effectively isolated from the AC line.
The DC power supply 87 is set at 15V and is used to supply power to the PCP 85. A battery 88 is present to act as a backup power Source in the event of AC power outages that may last for up to 1 hour. The battery 88 is charged and discharged through the PCP85. All other sub-assemblies get their power through the PCP 85.
Communications
The communications system used by the PSU 62 is a CEbus spread spectrum power line modem 86. It uses the AC line as a communications medium. The modem 86 is controlled by the PCP 85.
Receiver
The Receiver 84 is used to convert RF power to a DC Voltage. The DC voltage is proportional to the logarithm of the RF power. The receiver 84 itself is not perfectly linear over the desired range, So a Referring to FIG. 8B, the WLSU 63 is a device used to sense and monitor PPA 61 transmitter RF signal strength and communicate data to a WLRU 65 using RF transmissions over free Space.
WLSUS 63 are also organized into groups and each group is associated with a single WLRU 65. WLRUs 65 interface with the WLSUS 63 in their group using RF transmissions. The characteristic that distinguishes the WLSUs 63 that belong to a WLRUs 65 group is that they all operate at the same radio frequency. The WLRUs 65 act as relays between the WLSUs 63 in their group and the CMPC 66 for addressed packets on the CEBus network 75. In addition, as part of alarm processing, each WLRU 65 polls the WLSUs 63 in its group to collect Signal Strength measurements and Sends the readings as a Single large packet to the CMPC 66.
The need for WLSUS 63 and WLRUs 65 Stems from the requirement to provide protection coverage to areas within the facility that are both physically and electrically remote. The transformer Servicing these areas may be located remotely within the areas. Using PSUs 62 and PSRUs 64 would require very costly trenching and burying operations to install the required cables from the remote areas to the centrally located CMPC 66.
The WLRUs 65 are interconnected to the MPIU 67 over the same coaxial cable backbone network 75 as are the PSRUS 64.
Theory of Operation 3.3.2.1 Power Distribution System
The WLSU 63 gets its power from the AC line via plug 89. The AC line is fused 77 and connected to a DC Power supply 87. The DC power Supply 87 is set at 15 V and is used to supply power to the PCP85. Abattery 88 is present to act as a backup power Source in the event of AC power outages that may last for up to 1 hour. The battery 88 is charged and discharged through the PCP85. All other sub-assemblies get their power through the PCP 88.
Communications
The communications system used by the WLSU 63 is a CEbus spread spectrum RF modem 78. The modem is controlled by the PCP 85. The output of the Cebus spread spectrum RF modem 78 is coupled to an antenna 99 via which the RF signal to the WLRU is transmitted.
Receiver
The Receiver 84 is used to convert RF power to a DC Voltage. The DC Voltage is proportional to the logarithm of the RF power. The receiver 84 itself is not perfectly linear over the desired range, So a table of corrected values is stored in an on-board EEPROM. An attenuator (not shown) is also used on the front end to improve dynamic range. The attenuator and EEPROM memory are controlled by the PCP 85. A detailed description of the receiver 84 is given in Appendix B. PSRUs 64 interface with the PSUs 62 in their group over the power lines. The characteristic that distinguishes the PSUs 62 which belong to a PSRU's 64 group is that they are The DC power supply 93 has a filter (not shown) on its AC input which is used to reduce any RF interference that may be present on the power line. This filter would act as a short circuit to the Power Line Modem 92 signals if it were connected directly to the AC line. To avoid this problem, an inductive filter has been added in series with the DC power supply 93. The filter in the power supply 93 is effectively isolated from the AC line.
The DC power supply 93 is set at 15 V and is used to supply power to the PCP 95. A battery 94 is present to act as a backup power Source in the event of AC power outages that may last for up to 1 hour. The battery 94 is charged and discharged through the PCP 95. All other sub-assemblies get their power through the PCP 95.
Communications
The communications system used by the PSRU 64 con sists of two CEbus spread spectrum power line modems 91, 92. Each modem 91, 92 is controlled by a separate PCP 95 (only one of which is shown for simplicity purposes The present invention periodically conducts minor and major Self-tests, both automatically and at the command of a CMPC operator. The major self-test is an end-to-end test of the entire system. During a major self-test, a TTU 68 is activated for a short period of time to verify that all components are functioning properly. Battery back-up func tionality is also checked. Abnormal results are displayed as warning messages on the CMPC Screen and are reported to the MPIU 67. They also affect system operation by changing assumptions about which components are functioning prop erly. Alarms that occur during certain critical phases of a major self-test cannot be distinguished from the TTU trans missions. During other phases, alarms will cause the Self-test to be aborted.
Theory of Operation
The TTU 68 is a device used to transmit an RF test alarm signal to simulate the activation of a PPA transmitter 61. The TTU 68 operates under the command of the CMPC 66 to initiate a major System Self-test. AS part of calibrating the present invention, the Signal Strengths of responses of all PSUS 62 and WLSUS 63 to PPA RF transmissions are measured and recorded, including transmissions from TTUS 68. The signal strengths received by PSUs 62 and WLSUs 63 from TTUS 68 during a major system self-test are compared with the recorded calibration values to assess whether the System is functioning properly. Receipt of Signals whose Strengths differ from calibration values by more than Some System tolerance is an indication of a malfunction.
Power Distribution System
The TTU 68 gets its power from the AC line via plug 118.
The AC line is fused 119 and connected to a Power Line Modem 112 and an inductive filter (not shown). The Power Line Modem 112 allows the AC line to be used as a communications medium for data transmission and recep tion. The inductive filter on the AC input is used to reduce any RF interference that may be present on the power line.
This filter would act as a short circuit to the Power Line Modem signals if it were connected directly to the AC line. To avoid this problem, the inductive filter has been added in series with the DC power supply 113. The filter in the power supply 113 is effectively isolated from the AC line.
The TTU 68 also has a separate voltage regulator to control the Voltage Supplied to the transmitter 114. During installation, this regulator is used to adjust the output power of the transmitter 114 So that all sensors can detect a TTU transmission as an alarm without being over-driven.
The DC power supply 113 is set at 12 V and is used to supply power to the PCP and the test transmitter. The CMPC 66 is a 486 based, IBM compatible PC, executing software under the MS DOS operating system.
The CMPC controls the operations of the other system components and processes the Signal Strength measurements received from Sensors during an alarm event. It determines the location of the alarm transmission and presents the alarm location to the user on an internally-Stored map of the facility. An acoustic alarm is also generated upon receipt of an alarm. If the facility is so equipped, the CMPC 66 also outputs alarm location messages to a Senstar Perimeter Intrusion Detection System Integration Unit (PIU) over a separate RS-232C serial channel. While the PIU is one type of alarm reporting System that the present invention inter faces with, the present invention can interface with any of a variety of alarm reporting Systems, due to the kernal of Software in the CMPC, which contains a set of modifiable parameters for communications with the alarm reporting Systems. In addition to Sending alarm information to the PIU, the CMPC 66 displays this information in text format on its own display. It can Serve as a Stand-alone backup System, logging the messages to its disk and a printer, in the event of a PIU failure. The CMPC 66 also provides a user interface to the System, allowing a trained operator to configure the System, calibrate the System, Set or modify various System parameters, and conduct various System diagnostic tests.
If so configured, the CMPC 66 also monitors the serial data output from the Telecourier PPA decoder 99 to deter mine the ID of certain categories of PPA transmissions. In addition to the Telecourier PPA decoder, the present inven tion may also be used with other decoders. The PSUs 62, 63 also decode the ID of PPA transmissions. The decoder only Serves to extend the physical range of the System when the Telecourier receiver installed at the facility utilizes a high gain, mast-mount antenna.
3.7. In addition to the DOS and Windows operating systems, two commercial Software packages reside on the hard disk of the CMPC 66: Symantec Norton pcAnywhere, Version 5.0, a remote computing and communications utility, and TouchStone Checkit, a PC diagnostics Software utility. Also, all initializations common to two or more modes of operation are accomplished in this code module. For example, addresses are necessary for all modes of operation, So the power-up initialization code is responsible for reading the address pins. This common initialization takes place before the jump to the proper code module is made.
Kernel
In the interests of efficient development and to Save code Space, all functionality common to two or more modes of operation are placed in the kernel module. This includes communicating via the CEBus and RS-232 ports, self-test, reset, battery check, and other functions.
The self-test code in the kernel module includes a RAM, ROM, and a battery test. The reset code in the kernel sends an ACK message to the CMPC 66, then jumps to the start of the power-on initialization code.
Transmitter Mode
In transmitter mode, the Software responds to only one special command from the CMPC 66, the SYSTEST command, which will cause the TTU 68 to turn its trans mitter on for 120 milliseconds, and then shut it off An ACK message will be returned to the CMPC 66 upon receipt of this message, via the CEBuS. For other message handling within transmitter mode, See Section 4.1.8. After a mark message has been received, the Sensor 62, 63 will no longer transmit alarm messages to the CMPC 66. The Sensor 62, 63 must either receive an all over message, or wait for five Seconds to elapse from the last mark message received before beginning to transmit alarm messages again. A Sensor 62, 63 may also receive a test-mode-1 message, which will prohibit it from ever Sending alarm messages, If a packet is addressed to a relay, it will be one of the more common packets, discussed in Section 4.1.8.
Hub Mode
In hub mode, the Software must do three things: act as a relay, gather Signal Strengths, and filter traffic on the CEBuS and the Serial ports. It must act as a relay when it receives messages that are not addressed to it from either the CEBuS or the Serial ports. These messages must be passed on, without modification, just as in relay mode. The only excep tion to this is when the hub must filter traffic. Each hub may have up to thirty-two sensors 62, 63 and the CMPC 66 with which to communicate, and so CEBus traffic not addressed to one of the sensors 62, 63 or the CMPC 66 are not relayed, but are instead ignored. Also, Serial port traffic not addressed to the CMPC 66 will be ignored, and not passed on. Additional filtering accomplished by the hub is to limit the number of alarm messages passed to the CMPC 66 from the Sensors 62, 63. If more than one alarm message is received by the hub from its sensors 62, 63, it only relays one of them to the CMPC 66. Messages addressed globally are always relayed.
The CMPC 66 will send the hub a list of the Sensors attached to the hub, based on information in the CMPC database. This list is used for filtering and polling purposes.
The hub code will write the list into EEPROM, so that in case of power-outage, it will retain the list after a reset.
When a mark message is received by the hub, the hub will relay the message on to its sensors 62, 63, four times (to make Sure all the Sensors receive it). After relaying, the hub will poll all of its Sensors for Signal Strength information. The hub will then wait for the CMPC 66 to request the Signals Strengths, and the hub will Send back a message with all of the collected values.
For diagnostic purposes, the hub may receive requests 
Common Functionality
Because each mode of the Software contains its own loop for receiving and processing messages, there is Some code that is redundant in each module. When any PCP receives a Self-test request, it will call the Self-test routine in the kernel module, passing it the address to which to Send the Self-test response message. The kernel will then format the Self-test response message, and Send it back to the Specified address. If the PCP is executing in Hub mode, the response will be sent via the serial bus, otherwise it will be sent via the CEBus. Receipt of reset messages will cause the PCP code to call the reset function in the kernel module, which will send an ACK message to the CMPC (via serial bus if a Hub, otherwise via the CEBus), wait for the ACK to be com pletely transmitted, and then the kernel will jump to the Start of the power-on initialization code. And if a loop-back message is received by a PCP, the code will transmit the message, Verbatim, back to the Sender by the same port the message was received from.
Except for TTUS 68 and relays, which have no batteries, whenever a PCP receives a battery check request, it will jump to the battery check routine in the kernel, which will test the battery and return its status to the CMPC 66.
Central Monitoring Post Computer Software
The Software that executes on the CMPC 66, other than the DOS operating System, consists of the System opera tional Software component and the commercial Software packages Supplied with the System. These Software compo nents are addressed in this Section.
Referring to FIG. 13 , when operating out of the Operator Screen 131, the CMPC 66 is unable to display received alarms. Most alarms will be buffered for display and annun ciation immediately upon returning to the Operator Screen 131. In the Diagnostics Screen 135, actual alarms will be reported as signal Strength readings-alarms received while the CMPC is in the Diagnostics Screen 135 will not be reported when returning to the Operator Screen 131. Certain functions, Such as calibrating Sensors, require the Sensors to be reset-this operation will erase any actual alarms buff ered in the Sensor memory.
4.2.1 CMPC Operational Software This Section briefly discusses the operational Software component that executes on the CMPC 66. This software executes on an IBM AT or 100 percent compatible machine with four megabytes of RAM and a hard disk. It was developed using the Borland C 3.1 compiler. It requires DOS 3.3 or higher.
4.2.1.1. Overview
The CMPC Software consists of the following four high level modules: initialization, operating mode, Setup mode, and diagnostics mode. Each of these modules is briefly described in the following Sections.
The modules referred to above are all executable and, together, constitute the Single System executable file, PALS.EXE, which is invoked by the batch file CMPC.BAT PALS.EXE requires five additional files to execute. The first is CENODE.EXE, the CEBus driver program, which is also invoked by CMPC.BAT. Three are binary data files, and one is an ASCII text file, and all reside in the PALS DB subdirectory. The file, PALS.CFG, contains data which define the System equipment and their interconnections (PSUs, WLSUs, PSRUs, WLRUs, and TTUs). The file, PZ.CFG, contains data which define the facility's protection Zones. The file, CZ.CFG, contains data which define the facility's calibration Zones and the results of the most recent system calibration process. And the file PALSOPTCFG is an ASCII text file with several different parameters that should be set once during installation of the System, and never modified again.
In addition, the PALS DB directory may contain a sequence of triplets of files with names PALSXXXX.CFG, PZXXXX.CFG, and CZXXXX.CFG, where XXXX represents a 4 digit number (e.g. 0003 or 0145). These are backup versions of PALS.CFG, PZ.CFG and CZ.CFG, created whenever Some aspect of the System has been changed from the Setup mode of the PALS CMPC Software.
Initialization
Initialization of the System includes reading the binary data files from the hard disk of the computer. These files contain the lists and configuration of equipment and locations, calibration data, along with the other information entered by the user. Using the configuration data, the CMPC sends each hub a list of the sensors with which it can communicate. The Software automatically checks to make Sure that the System is functioning properly by executing minor Self-tests. After the tests have been executed, addi tional program functionality is initialized, including the Screen windowing capability, memory management, (optional: access to and control of the serial interface to the FAAS 79) and the CEBus interface to the PALS backbone network. The Software then enters the operating mode.
4.2.1.3 Operating Mode The primary functionality implemented in operating mode (at which time the operator screen 131 is displayed to the user) is monitoring for alarms and providing notification when they occur. Other functionality includes message and protection Zone display, Self-test execution, and invocation of the Setup or diagnostic modes upon user command.
There are three types of messages that may be displayed on the main Screen 131: notices, warnings, and alarms. Notices are issued for routine activities, including the Start and end of automatic Self-tests and the logging of user initiated activities, Such as entering and leaving the Setup or diagnostic modes. Warnings are issued when a System or component malfunction is detected, Such as might occur as the result of a Self-test. Alarms are issued when the activa tion of a PPA is detected. The system must be calibrated before alarm monitoring can occur.
Messages will Scroll up the Screen 131 as necessary, with the most recent message highlighted in red. Warning and alarm message displayed to the Screen can also be transmit ted to the FAAS 79 via an RS-232 port. (After transmission to the FAAS 79, the software waits for an acknowledgment from the FAAS 79. If one is not received within ten seconds, the message is retransmitted.) All messages are also echoed to a local printer, if one is connected to the CMPC 66, and Stored in a log file on the computer, in an ASCII format.
Each message has the following format:
<Dates.<Times.<Types <Messages where Type can be "Note: , "warning, or ** ALARM*. To detect possible System degradation, Self-tests are executed automatically in operating mode. One major Self test is conducted per day at a user Specified time. Since alarm monitoring is Suspended for approximately 0.75 Seconds during a major Self-test, the time should be set accordingly.
The default is 2:00 AM. Minor self-tests occur more fre quently. The time interval between minor Self-tests is a parameter that can be set by the user. The default is 10 minutes.
If the system has been calibrated, the software, when in the operating mode, monitors for alarm messages from the Sensors in the System. The Sensors transmit these messages when they detect a rise in their received signal Strengths above an alarm threshold. Upon receipt of an alarm message, the CMPC 66 transmits four MARK commands with a global address. The setup mode is accessible from the PALS Setup Screen 132. Access to this Screen 132 is password protected Since alarm monitoring is temporarily Suspended while in this mode. In setup mode, the CMPC software allows a user to add, delete, and modify lists of Sensors, Sensor relay units (loosely referred to as hubs), TTUs, and locations. The user is also allowed to modify Self-test timing, alarm and warning Volume, time and date, type of FAAS, and the administrator password. Calibration of the System is also accomplished through setup menus. Refer to Section 5.0 for a more thorough discussion of how to accomplish the various functions available under the Setup mode and the use of the PALS Setup screens. The system does not automatically report alarms which occur while in the Setup mode.
4.2.1.5 Diagnostics Mode PALS diagnostics functions are provided in the PALS Diagnostics screen 135. In diagnostics mode, the CMPC Software allows a user to conduct real-time interactive testing. The user may read Status and data from the Sensors, hubs, and TTUS at any time, with various display options. Both major and minor self-tests may be executed. Refer to the Section 5.0 for a more thorough discussion of how to accomplish the various functions available under the diag nostics mode.
Commercial Software
In addition to the DOS and Windows operating systems, the two commercial Software packages that reside on the hard disk of the CMPC are Symantec Norton pcAnywhere, Version 5.0, a remote computing and communications utility, and TouchStone Checkit, a PC diagnostics Software utility.
4.2.2.1 pcAnywhere This remote computing utility allows remote access of one PC by another over the telephone lines. Its primary anticipated use is to allow remote access of the CMPC 66, should the need for problem identification and resolution arise.
Checkit
This diagnostic Software utility contains tests for each hardware component of an IBM compatible PC. It attempts to determine the underlying cause of problem Symptoms. In addition, it includes Software that displays information describing the PC, its hardware components, configuration, and installed Software. Benchmark Software also tests the performance of the main System and the hard disk.
Embedded Functions

AutoDispatcher
The PALS application includes the capability such that the CMPC generates a voice message indicating the location of a received alarm. This audio message can be handled in Several ways:
1) Send audio over Facility Public Address System
Used in this manner, the audio is heard by all Security Staff, but, most importantly by the person who activated the alarm (thus confirming that the transmission has been received) and by the potential attacker (who will likely break off the attack knowing that help is immanent).
2) Transmit Audio over Security Radio Network In this case, the Transmitter Test Unit (TTU) is modified
Such that the audio message can be transmitted over the facility's existing Security radio network. All Security offic erS carrying portable radioS will hear the location of the alarm-even if they are out of range of the public address System. This can reduce response time and also eliminates the requirement for continuous monitoring of the CMPC for facilities without a 24 hour dispatcher.
Dynamic Mapping
The location algorithm and operator interface are modi fied to significantly improve location accuracy. Accuracy has been improved particularly in Outdoor areas and at border points where indoor and outdoor areas meet. The above mentioned algorithm calculates the calibration point, which best fits (based on minimum Sum of Signal strength differences calculated from all sensors-PSU's) the actual Signal Strength matrix received from an alarm transmission.
Depending on a number of variables (body position, actual position relative to calibration position, proximity of nearby objects, etc.) the best fit calibration point may be outdoors when the perSon is actually Standing in a doorway or is actually Standing adjacent to a window indoors. In Such instances, the reported location, although Still very close, indicates that the perSon is outdoors when they are actually Standing indoors. This limitation will occur, to varying degrees, with any technology having a finite location accu racy.
Dynamic Mapping reduces the impact of this fundamental limit. Under Dynamic Mapping, the PALS application not only calculates the Single best fit calibration point, but also calculates the top N calibration points based on minimum distance (N is an integer which can be selected by the system administrator). Analysis of actual alarm data indicates that an N value of 3 to 5 is optimum. The PALS application then displays this cluster of points on the facility map. The best fit calibration point is displayed in a different color. This cluster represents the boundary within which the perSon is Standing. The degree of compactness represents the certainty of the perSon's position. The clustering of these calculated points is a valuable tool to aid an operator in dispatching Security teams. For example, when the cluster spans an indoor/outdoor boundary, it tells the operator to dispatch Security perSonnel to locations on both sides of the building exterior wail.
Distant Sensor Error Truncation
One limit to the accuracy of the System is the cumulative error resulting from physically distant Sensors which may respond with a signal Strength reading during calibration but do not respond (i.e., do not receive a signal level Sufficiently greater than the Software-programmed noise floor) under actual alarm conditions. This effect occurs due to body positioning and Simply due to the Gaussian distribution of receiver post-detection noise. The algorithm which performs the minimum distance calculation is modified Such that Sensors not responding are prevented from contributing their noise floor error to the running difference total. This modi fied algorithm has been shown to significantly reduce the occurrence of reported locations which do not correspond to hardware components that are part of the System, and how the facility has been partitioned into protection and calibra tion Zones. This information is stored by the PALS software in binary configuration files and constitutes the PALS system data base.
The components and location Zones have already been introduced in previous Sections. In this Section, the Specific information items required to specify these components and Zones for the configuration process are set out. The actual Steps needed to configure the System are presented in the next Section.
Sensor Relay Units
Sensor relay units may be either PSRUs or WLRUs. No distinction is made between the two types in configuring the system or its operation. Within the CMPC software, both types of Sensor relay units are termed intelligent hubs, or Simply hubs. Do not confuse this generic use of the term, hub, with the Hub PCP, which refers to the sensor side PCP of a sensor relay unit 64.
The information that is required for each hub is its ID, or CEBuS address, and a descriptive text String. The text String can be a name, a facility location (e.g., South Hallway or Kitchen), or any other convenient word or word Sequence.
The CEBus address is the number entered in the 7 position DIP switch on both the Hub PCP and the Relay PCP sides of the hub. This number must be unique among all hubs, sensors, and TTUs in PALS (each has its own CEBus address). Although the same number is entered in the DIP switch of both the Hub PCP and the Relay PCP sides of the hub, internally 128 (80 hexadecimal) is added to obtain the CEBus address of the Relay PCP.
Sensors
Since Sensors are organized into groups and each group is asSociated with a single hub, the information for Sensors is entered in the CMPC setup mode by first selecting a hub (via Screen 133) and then addressing each of the Sensors (via screen 142) that belong to the hub's group. The information that is required for each Sensor is similar to that required for a hub: its ID, or CEBuS address, and a descriptive text String. The CEBus address is the number entered in the 7 position DIP switch on the Sensor PCP.
Test Transmitter Units
The information that is required for each TTU is similar to that required for a hub: its ID, or CEBus address, and a descriptive text string. The CEBus address is the number entered in the 7 position DIP switch on the TTUPCP. Setup of the TTU can be accomplished via screen 134.
Protection Zones
The information that is required for each PZ is a descrip tive text String and the calibration Zones which belong to its group. Each PZ in the System must be associated with at least one CZ. As for a hub, the text string is for the convenience of the user. The CMPC Software automatically selects a unique numerical identification for the PZ to be provided to the Senstar PIU in the event of an alarm. Access to this setup is via screen 136.
Calibration Zones
The only information that is required for each CZ is a descriptive text String for the convenience of the user. The calibration process will generate the baseline Signal Strength measurements that will be associated with each CZ and that are required for location identification in the event of an alarm. Access to this Setup menu is via Screen 136 to Screen The application Software was developed to communicate with the distributed hardware and to provide a graphical user interface for the operator and maintenance technician to perform all necessary System operations. The application initiates upon power up of the CMPC. It immediately enters the operator Screen 131 where all alarm location capabilities are supported. This screen 131 can only be exited by first entering a password. Entry of the correct password allows access to the remaining Screens where all System Setup, diagnostics, and maintenance functions are found.
When operating out of the system Operator Screen 131, the CMPC 66 is unable to display received alarms. Most alarms will be buffered for display and annunciation imme diately upon returning to the Operator Screen 131. In the Diagnostics Screen 135, actual alarms will be reported as signal strength readings-alarms received while the CMPC 66 is in the Diagnostics Screen 135 will not be reported when returning to the Operator Screen 131. Certain functions, Such as calibrating Sensors, require the Sensors to be reset-this operation will erase any actual alarms buff ered in the Sensor memory. The Screens are organized according to the structure depicted in FIG. 13.
System Setup Procedure
This Section presents an outline of the Steps to follow in the initial Setup of the System. 6.2.1 Setup Parameters Power up the CMPC and wait for the PALS Operator Screen to initiate and all System Self tests to complete. Exit this screen by clicking on the utilities icon 181 (FIG. 18A) .
The CMPC will query the user to enter the password. A default password is used when the System is shipped from the factory. Enter the password and access the Setup Param eters Screen 138 according to the Screen outline diagram shown in FIG. 13. The system defaults will appear initially (with the exception of the map file name). Where necessary, enter the deviations from the defaults according to the instructions in Section 6.3.3. When entering the map from a floppy disk, enter the path statement in the Map File line (i.e. "B: MAPBMP"). When the file is copied onto the hard drive, the program will prompt the user if the file should be converted into a map file. Respond, yes. An updated version of the file will be saved with the same name but with a "...MAP extension.
Enter/Draw Protection Zones
Access the Setup Protection Zones screen 136. Based on the results of the site Survey, enter the list of all protection Zones and their names. Then draw the outline of the pro tection Zones according to the detailed instructions presented in Section 6.3.4 of this manual. Use the existing walls to guide the drawing of the Zone outline. By holding down the shift key, only straight lines will be drawn. The outline entered for a given protection Zone will be highlighted if an alarm is determined to be located in that Zone.
After entering the on-site protection Zones, Set up the off-site protection Zones using the Setup Menu item dedi cated to that purpose entitled, "Modify Off-Site Site Protec tion Zone List." In this screen 136, the administrator enters the names of the off-site protection Zones and the PPA ID's that are assigned to those locations. The ID's must be a Subset of the ID range assigned in the Setup Parameters screen. Any time the system detects a particular off-site PPA ID, the System will report the location as the Zone name entered in the off-site protection Zone list. For this reason, it is imperative that off-site PPAS only be operated only in the off-site areas identified on the above list. 
Enter TTU Position(s) and Set Addresses
Access the Setup TTU's screen 134. Enter each TTU address and place it on the map using the cursor function. Refer to Section 6.3.6 for details on operating the Setup TTU's screen 134. System setup is now complete. 
Conduct Location Accuracy Tests
Conduct rigorous accuracy tests of the System. Through out the facility, key up the PPA transmitter from several locations in each protection Zone. Record the number of alarms that are reported in the correct protection Zone, the number of alarms that are off by one, and the number of alarms that are off by two or more.
6.2.12 Backup all System Files Copy all files from the System working directory to a floppy disk. Repeat this procedure any time the System configuration is modified. Store this disk in a Safe place to speed the restoration of the CMPC if the hard drive should fail.
Detailed Operation of System Screens
This section will present detailed descriptions of the functions performed by each Screen. The purpose of each Screen button will be defined and important notes to aid in the Setup and maintenance of the System will be included.
Operator Screen
The primary functionality implemented in operating mode is monitoring for alarms and providing notification when they occur. Other functionality includes message display, Self-test execution, and invocation of the Setup mode upon user command.
There are three types of messages that may be displayed on the main Screen: notices, Warnings, and alarms. Notices are issued for routine activities, including the Start and end of automatic Self-tests and the logging of user initiated activities, Such as entering and leaving the Setup mode. Warnings are issued when a System or component malfunc tion is detected, Such as might occur as the result of a Self-test. Alarms are issued when the activation of a PPA is detected. The system must be calibrated before alarm moni toring can occur. Messages will Scroll up the Screen 131 as necessary, with the most recent message highlighted in red.
If the System is configured (see Setup Parameters) to operate with a Senstar FAAS console, warning and alarm message displayed to the Screen 131 will also be transmitted to the FAAS via an RS-232 port. After transmission to the FAAS, the software waits for an acknowledgment from the FAAS. If one is not received within ten Seconds, the message is retransmitted. All messages are also echoed to a local printer, if one is connected to the CMPC, and stored in a log file on the computer, in an ASCII format.
<Dates.<Times.<Types <Messages where Type can be "Note", "warning, or ** ALARM*. To detect possible System degradation, Self-tests are executed automatically in operating mode. One major Self test is conducted per day at a user Specified time. Since alarm monitoring is Suspended for approximately 0.75 Seconds during a major Self-test, the time should be set accordingly.
If the system has been calibrated, the software, when in the operating mode, monitors for alarm messages from the Sensors in the System. The Sensors transmit these messages when they detect a rise in their received signal Strengths above an alarm threshold. NOTE: When operating out of the Operator Screen, the CMPC is unable to display received alarms. Most alarms will be buffered for display and annun ciation immediately upon returning to the Operator Screen. In the Diagnostics Screen 135, actual alarms will be reported as Signal Strength readings-alarms received while the CMPC is in the Diagnostics Screen 135 will not be reported when returning to the Operator Screen 131. Certain functions, Such as calibrating Sensors, require the Sensors to be reset-this operation will erase any actual alarms buff ered in the Sensor memory.
Normal user operation does not require the use of a keyboard. All user Screen operations can be carried out using only a mouse. Therefore, a keyboard is not installed during normal operation-it is only used for System administration or maintenance operations.
Below is a description of the operation of each icon (FIGS. 18A-B) on the user screen. After the system is powered up and the System Self test has been run, the Status message (the header line of the message block) will display "PALS Operational." The facility map will be presented on the Screen along with a list of user messages shown within the message block area. The message block presents any warning messages and alarm data. Each message contains the time, date, and, in the case of alarms, the ID of the PPA transmitter and the name of the location of the transmitter as determined by PALS. This location is also shown graphi cally on the map at the top of the Screen if the location is on-site. ON-SITE ALARMS are alarms whose location has been determined to be within the perimeter of the facility. On-site alarms can occur from any PPA transmitter issued to the penitentiary. OFF-SITE ALARMS are alarms which originate from PPA transmitters which have been permanently issued for use only at Specific off-site locations. The System does not attempt to calculate the position of these transmitters. It merely reports the physical location that a given PPA ID transmitter was issued for use in. No matter where that ID PPA actually is, the System will report alarms originating from that ID as having come from the off-site location that it was issued to. Therefore, it is imperative that off-site PPA transmitters are only used at their off-site locations.
Alarms are reported and acknowledged differently depending on whether they are reported as on-site or off-site alarms.
Acknowledgment of On-Site Alarms
On-site alarms are reported both as text on the message block and as a red highlighted Zone on the facility map. Note: there is a 20% chance that the alarm transmitter could actually be located in an adjacent Zone. Plan your response accordingly. The audio alarm can be silenced by pressing the bell icon 192-this does not acknowledge the alarm. If another alarm is received, the audio alert will begin again. If an alarm occurs, and the activation of a false or test transmission is not immediately confirmed, then emergency response measures must be taken. Once the response orders have been issued, acknowledge the alarm. On-site alarms can be acknowledged by clicking the mouse within the red highlighted Zone on the facility map-the color of the highlight will change from red to yellow. If the color changes from red to yellow but then immediately changes back to red, then there has been more than one alarm from two or more different PPA ID transmitters in that Zone.
Check the message block to confirm the multiple ID's.
The yellow Status of a highlighted Zone indicates that the alarm has been received and acknowledged. It remains in yellow to remind the desk officer that an alarm occurred in that Zone and that emergency response procedures are under way. When the "all clear" report from the response team is received, click on the yellow highlighted Zone a Second time and the highlight will disappear.
Acknowledgment of Off-Site Alarms
If the alarm has been received from an off-site Zone, no highlight will appear on the map. Instead, the off-site alarm icon 208 will begin to flash in addition to the activation of Acknowledge On-Site Alarm The actual shape and posi tion of the acknowledge on-site alarm button will change to match the perimeter and location of the protection Zone where PALS has determined the alarm to originate. The alarmed protection Zone is displayed on the facility map on the CMPC screen. By clicking on it once, the acoustic alarm is Silenced and the highlighted protection Zone changes from red to yellow. If the color immediately changes back to red, then multiple alarms from different ID transmitters has been received in that Zone. In this case, each alarm ID must be individually acknowledged. Otherwise, clicking on it a Second time will cause the highlighted Zone to disappear from the map. The on-Screen message log continues to display the PPAID, the time, and the location of the alarm. No user commands can erase or alter the message log.
Acknowledge Off-Site Alarm: This icon 208 flashes if an alarm has been received from an off-site Zone. Clicking on it will acknowledge the occurrence of the most recent alarm which has been determined to originate from locations outside of the facility perimeter. More information on off Site alarms is provided below.
Enter Setup Mode No icon is presented to prompt the user to enter the Setup Mode because this is not a user function. The Setup Mode is intended for the system administrator and maintenance staff only. From the Operator Screen 131, the administrator Simply types in the password as defined in the Edit System Parameters Screen 138. When the last character of the password is entered, the System automati cally enters the Setup Mode. Password protection is required because exiting the Operator Screen 131 will temporarily Suspend alarm monitoring. Only authorized System admin istrators or maintenance technicians should proceed with this operation.
Setup Menu
The Setup Menu allows the user to access any one often remaining System Screens. All of these Screens permit the user to make changes to the System Setup, configuration, and calibration or to exit the application. It is very important that the maintenance technician makes Sure that all System data 6.3.3 Edit System Parameters The System parameters Screen contains many of the System defaults which govern the way the System accepts and reports PPA alarms, the way the System communicates with the user (Sounds, display type), the automated Self-test cycles, and the System Sensitivity to communication errors. The names of the map files are entered here as well. Some functions, Such as the hardware port Settings, will be Set during installation and should never be changed again unless there is a major reconfiguration of the CMPC.
Mode: Stand Alone Senstar
Testing The user can toggle the mode entry between these three states using the mouse. "Stand Alone" defines the mode of operation where the CMPC both determines the PPA loca tion and provides the operator interface (map display, alarms . . . ). "Senstar" chooses the Senstar FAAS console as the operator interface for map display and alarm report ing. In this mode, the CMPC calculates the position and sends this information to the FAAS for processing. "Testing" is an undocumented diagnostic mode where the maintenance technician can generate random alarms for testing and development. Major Self-Test:
The user is presented with the major self-test time in the form hh:mm. The factory default time is 02:00 AM. As with the System time and date (see Time and Date, above), the hours or minutes of the test can be changed by clicking on either field, then using the up and down arrow keys on the keyboard to modify the values.
The user is first presented with the minor self-test time interval, in minutes. The factory default is 10 minutes. As with the System time and date (see Time and Date, above), the minutes between tests can be changed by clicking on the field, then using the up and down arrow keys on the keyboard to modify the value.
Alarm Sound:
The system administrator can disable the PALS acoustic alarm indicator by toggling this selection from ON to OFF. Warning Sound:
The system administrator can disable the PALS acoustic warning indicator by toggling this Selection from ON to OFF. The warning tone is distinguishable from the alarm tone in that it is Single frequency. Language:
The System administrator can toggle between various international languages for the user Screens, prompts and Status meSSageS.
Archive Drive
This field allows the user to identify the drive to which to write archive log files. The field can be "N/A' to specify that no archiving should be done, or "A:" to "Z:" as drive identifiers. AS with the System time and date (see Time and Date, above), the archive drive can be changed by clicking on the field, then using the up and down arrow keys on the keyboard to modify the value. Note that if the archive drive is set to "N/A", then the Archive Days field (see below) will also be N/A.
Archive Days
This field allows the user to specify the number of days for which archive log data should be kept. This field will be "N/A" if the Archive Drive field (see above) is "N/A", or it can be any number from 1 to 999. As with the system time and date (see Time and Date, above), the archive days can be changed by clicking on the field, then using the up and down arrow keys on the keyboard to modify the value. The low Signal Strength applies to the case where only one Sensor reports an alarm. This event typically only occurs due to radio frequency interference or a PPA activation from outside the facility. Sensor Signal Strengths must increase beyond this threshold before an alarm is reported. For example, if an intermittent Source of interference was caus ing false alarms, this could be used to eliminate the problem. Consult the factory before making any adjustment.
Min. Comm. Errors:
If the CMPC has to perform more than this number of packet retries before Successfully communicating with a hub or Sensor, a failure-to-communicate warning message OCCS.
Min. Sensor Errors:
An error message is displayed on the user Screen (System unstable) if this number of Sensors fail to respond to a single Self-test or a single Sensor fails consecutively on this many self-tests.
Min. Hub Errors:
An error message is produced to the user (System unstable) if this number of hubs fail to respond to a single Self-test or a single hub fails consecutively on this many Self-tests.
Map File:
This file name defines the Source of the bit map image containing the facility map. Hardware Port Settings:
6.3.4 Setup Protection/Calibration Zones In this Screen, the System administrator can enter the list of all protection Zones and their names and access the Setup Calibration Zone Screen 136. The user can draw the outline of the protection Zones according to the results of the Site Survey. Use the existing walls to guide the drawing of the Zone outline. By holding down the shift key, only Straight lines will be drawn. To complete the drawing of a given Zone, the beginning and ending points must match within four pixels-the user must be careful to enclose the com plete protection Zone area (Selecting a higher level of map Zoom helps in this process). The outline entered for a given protection Zone will be highlighted under alarm conditions if PALS determines that the PPA transmission originated from that Zone. Move Selected Cal Zone. This icon 190 allows the system administrator to reposition calibration Zones. Simply high light the calibration Zone to be moved and click on this icon 190. The program will prompt you to confirm that you actually desire to move the Zone-answer, YES.
Move C-Zone to New P-Zone. Following calibration and test of the PALS system, the user occasionally needs to rearrange the grouping of calibration Zones. This is generally caused by the presence of Some large metallic structure which causes large, localized changes in the RF propagation characteristics of the facility. Regrouping is accomplished by moving a calibration Zone to a new protection Zone. By pressing this icon 190, the PALS application brings up a Subscreen which prompts the user to Select the new protec tion Zone number which the calibration Zone should be moved to. Click on the check icon 191 to accept the change or click on the X icon 200 to reject it. Make sure to physically move the location of the displayed calibration Zone to the new protection Zone as well. Move Selected TTU. This icon 198 allows the system administrator to reposition installed hardware. Simply high light the TTU to be moved and click on this icon 198. The program will prompt you to confirm that you actually desire to move the unit-answer, YES.
Enter Diagnostics
This screen 135 allows the system administrator to con duct various hardware and Software diagnostics. The diag nostics confirm correct operation of PALS following initial installation and to aid in locating System faults. Actual PPA alarms which occur while the CMPC is in the diagnostics mode will cause the System to display the received signal Strength data. No location determination will take place. Therefore, other Security procedures need to be put in place while operating diagnostics.
The Diagnostics Screen contains a results window which displays the results of each diagnostic test. Carefully review the messages displayed here following each test.
Major Self-Test. The major self-test is used to make sure the System is running within tolerances of calibration. This operational mode will automatically test the System by measuring battery Voltages and by turning on the various TTU's and comparing the PSU responses to previous responses by the System. Large changes in response data will cause the CMPC to output a warning. This test will not execute if an alarm has occurred within the previous hour in order to keep the System free from communications traffic during critical periods.
First, the CMPC will request a battery test of every unit equipped with a battery and will report the results as bad or marginal units. The TTU's in the system will be turned on, one at a time, and the PSU signal Strength readings will be compared with the baseline Set of Major Self-test readings taken during calibration of the system. If any PSU reading is off by more than a value specified in Edit System
Parameters (see Section 6.2.1), a warning will be issued via the Send Warning function.
Minor Self-Test. This operational mode will automati cally check for various problems with the System, asking each PSU, PSRU, WLSU, WLRU and TTU, and the MPIU, to report its status. Any anomalies will cause the CMPC to output a warning. These tests will not execute if an alarm has occurred within the previous fifteen minutes, in order to keep the System free from communications traffic during critical periods.
This module is used to do a simple test of the integrity of the system. It will use the Send Packet function to request the Status of each and every unit, in turn. If a unit returns a packet that indicates that it has detected a problem with itself during Self-test, a message will be displayed, giving as much detail about the problem as possible. If a unit fails to reply to the Status request within one Second, a message will be Sent Saying that the unit is not responding.
A note about units that fail to respond: Users should be aware that there are Several different, well-defined Scenarios that can occur with non-responding units. (1) TTU Test. This test is a Subset of the major self-test. The first TTU will be told to broadcast a 120-ms signal. The CMPC will then wait for ALARM messages. The CMPC will gather the signal strengths as it does during a real alarm, and compared them to the data stored for that TTU as the baseline. If the absolute value of the difference for a Single PSU is greater than the Setup file parameter, the warning will be sent. When all PSUs have been read, the total of the differences will be compared to another setup parameter, and if the total is greater than that value, a warning will be issued, since total PSU drift is just as dangerous to the System as individual drift. Then the code will turn the next TTU on. The process loops from there.
When all the TTUs have been activated, the code will return to normal operations. Once a calibration Zone has been Selected, the user will be shown a blank calibration screen 137, with space for up to ten calibration samples. The CMPC will begin to wait for ALARM messages. When an alarm is generated by Someone with a PPA in the physical location of the calibration Zone, the CMPC will gather alarm Signal Strengths as during a normal alarm. But the CMPC, rather than trying to calculate the location of the alarm, will instead Store those values temporarily, display them in one of the blank Spaces, and also update an average value for each PSU and WLSU, and a range value, both displayed on the Screen. Up to ten Sample alarms may be used to calibrate a location. By clicking on the check icon 191, the user can accept the values displayed on the Screen, and the averages will be stored as the calibration data for that Zone. The user may press the recycle icon 197 to reject the data, and start over on the Zone (clearing all ten Samples).
Accept/Save Data. Click on this icon 191 once the data has been collected and reviewed. This must be done before exiting or the new data collected will not be saved. If the user exits before Saving, the old data will be maintained.
Delete Selected Data Point. If a given data point was corrupted due to communication errors or PPA malfunction it can be deleted using this function. Select the data point to be deleted by clicking on the data point number column heading (1-10). Click on the delete icon 197 and recollect the Sensor data for that point.
Delete All Samples. If the user wishes to clear all new data collected, click on this icon 199. Exiting at this point will save the old data. If one clicks on the Accept icon 191 after deleting all Samples, the old data will be purged. New data can be collected at any time after deleting all Samples. Make Sure to Save new data before exiting.
6.3.9 Modify Off-Site Protection Zone List After entering the on-site protection Zones, Set up the off-site protection Zones using the PALS Setup Menu item dedicated to that purpose entitled, "Modify Off-Site Protec tion Zone List." In this screen 140, the administrator enters the names of the off-site protection Zones and the PPA ID's that are assigned to those locations. The ID's must be a Subset of the ID range assigned in the Setup Parameters screen. Any time the system detects a particular off-site PPA ID, PALS will report the location as the Zone name entered in the off-site protection Zone list. For this reason, it is imperative that off-site PPAS only be operated only in the off-site areas identified on the above list.
Example of Application of PALS FIG. 12 depicts one example of an application of the present invention. In this example, the PALS is used to track corrections officers in a prison facility. Each of the officers carries a portable alarm, which when activated transmits a Signal that can be detected by the Sensors 62.
Seven Sensors 62a 7 and relay unit 64a are coupled to one power line. The relay 64a is located in a gatehouse. One Sensor is located in each of Seven buildings. Next, three Sensors 62b and a relay unit 64b are connected to the powerline feeding the healthcare building. Three more Sen Sors 62c and a relay unit 64c are connected to the powerline feeding the administration building. Five addi tional Sensors 62ds and a relay unit 64d are connected to the powerline feeding the J programs building. Five Sensors 62es and a relay unit 64e are connected to the powerline feeding the D industries building. Four Sensors 62f and a relay unit 64f are connected to the powerline feeding resi dence H. Four Sensors 62g and a relay unit 64g are connected to the powerline feeding residence G. Four Sen Sors 62h -and a relay unit 64h are connected to the powerline feeding residence F. Next, four Sensors 62i and a relay unit 64i are connected to the powerline feeding residence E.
The relay units 64a-i are connected to the interface unit 67 via twisted pair backbone. The interface unit 67 is then connected to the central computer 66, which has inputs/ outputs to the PPA decoder and the FAAS.
The TTU 68 is located in a gatehouse and is coupled to the interface unit 67 via the backbone. Thus, the present inven tion has applications to indoor facilities, Such as prisons, as well as outdoor facilities, Such as university and School campuSeS.
Micropower Identification Transponder
According to the present invention, the System accuracy can be enhanced in Wooden Structures and at indoor/outdoor boundaries by adding a micropower identification transpon der circuit to the existing personal alarm transmitter. This device operates from its own multi-year battery and there fore provides a simple, inexpensive upgrade to an existing personal alarm. Its purpose is to reradiate and modulate a portion of an incident interrogation Signal Such that inter rogators placed at Strategic points in a facility can detect when a given identification transponder has passed. This identification information is transmitted over existing facil ity wiring using the PCP assembly to be processed by the existing PALS location application.
According to the present invention, the micropower iden tification (ID) transponder 140 can be used as the alarm generator. In this case, the transponder 140 modulates and reflects a portion of an incoming RF wavefront. The enabling feature is that this device does not generate any of the power used to produce the outgoing RF signal-it merely modulates and reflects this incoming wavefront to dramatically reduce the necessary current drain to operate Such a device. The modulation contains the unique ID of the micropower transponder. The power consumption of the transponder is only that required to generate the ID Sequence and that of a Voltage-controlled Subcarrier oscillator. Fur ther reductions in average power consumption will be imple mented by enabling the ID code generator and oscillator only when the device is illuminated by an incoming RF interrogation signal. The interrogator Signal at frequency f. is collected by the transponder antenna 146. A portion of this signal is absorbed in the antenna termination impedance 145 and the remaining energy is reflected and is re-radiated into Space. It is this re-radiated signal that the interrogator 150 receives and demodulates to yield the desired ID code. By varying the termination impedance 145 of the transponder antenna 146, the amplitude and frequency of the reflected/re-radiated Signal can be modulated. It is in this manner that the ID code information is placed on the re-radiated Signal.
The The personal alarm transmitter carried by perSonnel according to the present invention is a low power device (under 100 mW) which only consumes power for a very short period (approximately 120 mS) when it is activated by the individual wearing the device. Typically, the wearer presses a button or removes a pull-pin from the device to activate it. The physical action of pressing the button or extracting the pull-pin is used to generate Sufficient electrical power to operate the personal alarm transmitter for the short period that it must transmit.
According to the present invention, two types of genera tors are of particular interest:
1. Piezoelectric (as in a gas grill or butane lighter igniter) ( It should be understood that while several commercially available products are recited herein as used with, or inter face to parts of the present invention, these products are not the only ones capable of performing these functions. Other equivalent products can be used to perform the same or Similar function, as would be apparent to one of skill in the art. When Senstar 100 transmits a message to PALS, PALS responds with either a DLE ACK or DLE NAK. If the response from PALS is a DLE ACK, Senstar 100 will go on to the next message. If the response from PALS is a DLE NAK, the Senstar 100 will re-transmit the current message. If Senstar 100 is unsuccessful in transmitting the current message after 5 attempts, it will discard the current message and go on to the next message. The rate at which these audit messages are Sent is deter mined by the Senstar 100 time-out period set for PALS. These messages are Sent 4 times at regular intervals within the time-period. For example, if PALS time-out period is set to 40 seconds, a STATUS REQUEST and/or STATUS VALUE message(s) will be sent every 10 second. If a time-out period for PALS has not been set in Senstar 100, i.e. a time-out period of 0, then the audit messages will by Sent every 5 Seconds.
Appendix
Communication Link Fail Processing
If a PALS time-out period has not been set in the Senstar 100, Senstar 100 will not detect and process Starcom com munication fail alarms.
If a PALS time-out period is set in the Senstar 100, it will monitor incoming messages from PALS to detect the loSS of communications. If the Senstar 100 does not receive any message (ALARMSTATUS VALUE, HARDWARE STA TUS VALUE, DATE/TIME REQUEST, OR DATA LOG GERTEXT) from PALS within the time-out period, Senstar 100 will declare a Starcom Communication Fail Alarm.
Therefore, in order to prevent Senstar 100 from declaring a Communication Fail Alarm, PALS must maintain a mini mum message rate to the Senstar 100. This can be achieved by responding to the Senstar 100 audit messages which are Sent 4 times during the time-out period.
If Senstar 100 has not received any message from PALS halfway through the time-out period, Senstar 100 will send a DLE XON message to PALS in case it has previously received a DLE XOFF message. The RSSI detection is done using the Phillips/Signetics SA616, which has extended RSSI range, linearity and mono tonicity at 455 KHZ. Also, Signetics gives provides adequate design data regarding RSSI temperature Sensitivity. The RSSI current output is converted to voltage on chip, buffered using an internal op amp.
To insure accuracy of the RSSI analog output, a Serial EEPROM is used to map the measured RSSI output voltage to calibrated input power data. To determine the actual power, the analog output is read with an 8 bit ADC, and this value is used as the address for the serial EEPROM. The data read from the EEPROM is the actual output power.
Since the SA616 cannot reliably cover the entire 80 dB dynamic range, a one bit variable attenuator is used for large input power levels. When the measured RSSI output voltage is greater than -35 dBm the attenuator will be enabled.
When the attenuator is enabled, a 1 is appended (as most significant bit) to the ADC value read, and this number is used as the 9th bit of the EEPROM address. The recom mended power ranges are be 0 dBm to -50 dBm (with the attenuator enabled) and -35 dBm to -100 dBm (without attenuator), so there will be a 15 dB hysteresis between ranges to eliminate frequent range changes near the power level boundaries. and these values are stored in the EEPROM. In operational mode, the ADC converts the RSSI voltage to an 8 bit value, and the State of the attenuator is used as the most significant 9th bit. The 9 bit value is used as the address for the EEPROM and the contents of that address is the calibrated input power. During calibration, the 5V regulator Voltage is measured, and values stored in EEPROM are compensated for any deviation from the calibration ADC 5.000V refer ence. This allows the use of the receiver on board 5V reference for the ADC operational reference Voltage.
2.0 Detailed Circuit Description 2.1 RF Section/Attenuator
The RF section consists of a diversity Switch, filter F1, Amplifier U2 and the Single bit attenuator consisting of two MMIC switches and an resistive pad.
The purpose of the diversity Switch is to reject multipath by Sampling the received signal Strength in two orthogonal antenna polarizations. The receiver Samples these two RF inputs using a SPDT MMIC switch. The sampling rate is sufficiently fast to allow the PCP to determine which of the two signal levels is the greater and record this level within 50 ms.
Filter F1 is a three stage helical device, which attenuates out of band Signals, and provides most of the image rejection at Frf+90 MHZ. The center frequency is 425 MHZ, with a pass band of about 4 MHZ. The insertion loss is 5.5 dB Max.
Amplifier U2 is a Mini Circuits monolithic RF amp, which provides about 13 dB of gain, and has a 1 dB compression point of 5.5 dBm. It is used to isolate the filter and attenuator circuits, and improve the noise figure of the System.
The digital attenuator is composed of the two SPDT MMIC Switches and a resistive pad. When the attenuator is on (-30 dB) U1-4 is high. The SPDT switches are config ured as a transfer Switch with a short circuit in one path (0 dB) and a resistive pad in the other (30 dB).
Local Oscillator/Mixer
The local oscillator is composed of the Motorola 13176 PLLIC and associated components. The 13176 consists of a current controlled oscillator, fixed frequency divider, ana log phase detector and crystal oscillator circuit.
The crystal oscillator circuit is composed of crystal Y1, C6 and C5. The crystal frequency (14.7433.6 MHZ) is exactly /32 of the (471.7875 MHZ) LO frequency. Capaci tors C6 and C5 provide the feedback for a single transistor Colpitts Oscillator. The values are Selected to get as close as possible to the exact crystal frequency. The crystal oscillator frequency is compared with the divided down VCO frequency, with an internal "mixer type" phase comparator. The current output of this phase detector is at pin 7 of the device. This current is fed to the loop filter composed of R2, C1 and C2. C2 is used primarily to SuppreSS crystal frequency energy, to prevent unwanted reference frequency sidebands on the LO. The loop band width is about 10 KHZ, which is high enough to achieve adequate phase noise performance, but low enough to insure adequate reference frequency Sideband rejection. Transistors Q2 and Q1 compose a current mirror to provide gain and adjust the DC levels to match the internal circuits on the IC. Q1 also provides additional current drive to the VCO to improve frequency range.
The VCO output is buffered and divided by 32 internally. The LO signal is then amplified and output at pin 14. The signal is fed to two stage helical filter F2 and then to the mixer LO port. The LO filter has a bandwidth of 3 MHZ, which will Suppress LO harmonics, and Somewhat SuppreSS LO sideband spurs at 14.74 MHZ from the carrier. Mixer U6 
IF Section
The IF section consists of crystal filters F3 and F5, U7 and asSociated components.
Crystal filters F3 and F5 both have a center frequency of 45 MHZ, bandwidth of 30 KHZ and image rejection of greater than 60 dB at -910 KHZ. The center frequency was chosen to be high enough to allow adequate image rejection near the RF input frequency, yet low enough to be able to procure Standard values quickly and inexpensively.
The transistor amplifier formed by Q3 and associated components provides about 20 dB of gain, and matches the 910 ohm input resistance of crystal filter F3. Transistor Q4 is a emitter follower to provide isolation between the two filters. Two filterS Stages were used to provide better image rejection than was possible with the previous design topol enough to cover the transmitter frequency error, FM modu lation of the carrier and the LO frequency error. The filter output is fed to the IF amp input on the SA616. The IF amp output at U7-16 is fed to a resistor divider composed of R15 and R14, which provides a 12 dB inter Stage attenuation, and then input to the limiter Stage. The inter-Stage attenuation is recommended by Signetics for optimum RSSI linearity. The RSSI output is fed to the non-inverting input to an internal op amp. Resistors R13, R12 and R35 provide gain and bias to cover the 0.5 to 4.5 V range. Capacitor C37 is used to reduce RSSI output noise at the lower input power levels. A quad coil is provided to demodulate the PPA ID code. An active Butterworth filter limits the 3 dB bandwidth of the baseband signal to 300 Hz to 1 KHZ.
Other Circuitry
The 9 pin DSUB I/O connector was selected to attenuate conducted energy between the PALS receiver and Dominion Wireless controller assemblies. Each pin has a PI L/C attenuator, to provide over 50 dB of attenuation above 200 MHZ. The voltage regulator is a LM78L05 three terminal device, which is bypassed at both the input and output with 10 uP tantalum capacitors.
What is claimed is: 1. A method for locating an object within a predetermined area comprising the Steps of a) Sensing a signal output by the object using a plurality 10. The method according to claim 9, further comprising the Step of transmitting the Voice message over a public address System of the facility.
11. The method according to claim 9, further comprising the Step of transmitting the Voice message over a Security radio network.
12. A method for locating an object within a predeter mined area comprising the Steps of a) Sensing a signal output by the object using a plurality of Sensors disposed within the predetermined area; b) forwarding a plurality of received signal levels from the plurality of Sensors to a central processor; and c) comparing the plurality of received signal levels with a plurality of reference values to determine a location of the alarm signal, wherein the Step c) of comparing comprises determining a Single best location that best fits the plurality of received signal levels. 13. A method for locating an object within a predeter mined area comprising the Steps of a) Sensing a signal output by the object using a plurality SO of the alarm signal, wherein the Step c) of comparing comprises determining a plurality N of best locations that best fit the plurality of received signal levels. 14. The method according to claim 13, wherein the plurality N of best locations includes three to five locations. 15. A method for locating an object within a predeter mined area comprising the Steps of a) Sensing a signal output by the object using a plurality of Sensors disposed within the predetermined area; b) forwarding a plurality of received signal levels from the plurality of Sensors to a central processor; and c) comparing the plurality of received signal levels with a plurality of reference values to determine a location of the alarm signal, wherein the Step c) of comparing comprises determining a boundary within which the object is located by determining a plurality of locations that best match the plurality of received signal levels and defining the boundary as a shape that encompasses the plurality of locations. 16. The method according to claim 15, further comprising the Step of preventing Sensors that do not receive a signal level greater than a predetermined value from contributing any input to the comparison in step c). 27. The System according to claim 23, wherein the means for coupling includes existing wiring.
28. The system according to claim 27, wherein the exist ing wiring includes AC power lines, coaxial cable, twisted pair, previously installed alarm wiring, telephone wiring, and cable television wiring.
29. A method for locating an object within a predeter mined area comprising the Steps of a) interrogating the object with an interrogation signal; b) modulating the interrogation signal and reflecting an 31. The method according to claim 29, further comprising the Step of using only incoming RF power to generate the reflected RF signal.
32. The method according to claim 29, wherein the step of modulating comprises modulating the RF signal with a unique identification of the object.
33. The method according to claim 29, further comprising the Step of enabling a code generator and an oscillator only upon receipt of the interrogation signal.
